About

Duo is a multi-factor authentication service that is used to add a second layer of defense against
unauthorized access to employees accounts.

It works by adding an additional login credential - above and beyond your username and password
- to gain access to your account. Typically, this second credential will be available through
something only you own, for example your cellphone. This stops others from gaining access to your
account even if they have knowledge of your username and password.

What Services uses Duo?

Currently, the following services are protected by Duo:

e VPN Services via the FortiClient app.

LiquidFiles Service. (https://transfer.georgeandbell.com)

1Password Password Manager (https://georgebellconsulting.1password.com)

Logging onto any domain-tied device such as a laptop or workstation.
Accessing your email account via Microsoft Office 365.
Logging onto BookStack (this documentation site).
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